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Abstract of the contribution: Add ENs to solution #1.1 and solution #1.3 and clarify devices.
1. Introduction
The solution #1.1 and solution #1.3 provide a mechanism to activate security based on UE‘s indication, but the details are not enough for the solution evaluation, so Editor’s Notes are added for further details. 
The text is lack of consistency between “UE” and “device, therefore the “device” is proposed to be changed to “UE”.
2. Proposal
It is proposed to approve the attached pCR

***********************Start of the first change************************

5.1.4.1
Solution #1.1: Radio interface user plane integrity protection

5.1.4.1.1
Introduction

This solution addresses key issue #1.3.

5.1.4.1.2
Solution details  

User plane integrity protection is mandatory to support in the network while optional in the UE, with at least two alternative and substantially different algorithms mandatory to support in network entities and UEs supporting user plane integrity protection. Both 128-bit and 256-bit integrity protection keys should be accommodated.

The NG-UE states in signalling that is secure from bidding down which algorithms it supports, and, optionally, whether or not it desires user plane integrity / confidentiality protection. One way to achieve this is to include this information in the (unprotected) Attach Request message, and then repeating them later in an integrity protected message..
Algorithms allow either 32-bit or 64-bit MACs to be produced, and the UE can optionally indicate which it prefers.

The serving network decides whether or not user plane integrity protection is possible (for example do both ends support it and have at least one algorithm in common); if it is possible, then the network decides whether or not it should be used, and with which algorithm and which MAC length. This also is indicated to the UE in an integrity protected signalling message.

A possible variation would be to have the decision made separately for uplink and downlink.  If this variant is adopted, then the UE should be able to indicate separately for uplink and downlink whether it desires user plane integrity protection.
5.1.4.1.3
Evaluation 

FFS

***********************End of the first change*************************

**********************Start of the second change***********************

5.1.4.3
Solution #1.3: Radio interface user plane encryption

5.1.4.3.1
Introduction

This solution addresses key issue #1.4.

5.1.4.3.2
Solution details 

User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support.  Both 128-bit and 256-bit encryption keys should be accommodated.

The NG-UE states in signalling that is secure from bidding down which algorithms it supports, and, optionally, whether or not it desires user plane integrity / confidentiality protection. One way to achieve this is to include this information in the (unprotected) Attach Request message, and then repeating them later in an integrity protected message.
The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the UE in an integrity protected signalling message. 

The encryption should always be applied where regulations permit.
5.1.4.2.3
Evaluation 

FFS

**********************End of the second change***********************
